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Abstract: Pattern matching is the core module in network security system, it’s the highest occupancy rate of system
resources is more than 70% . According to problem and challenges of pattern matching in the network security
system, taking 2000 as the boundary, the pattern matching was divided into the traditional pattern matching method
and the new pattern matching method. Through the analysis of the principle and the computational complexity of
different pattern matching method and the development and evolution of the new pattern matching method,
applicable environment of different methods was concluded. A comprehensive review and evaluation of pattern
matching in network security system was presented. Finally, a conclusion and some suggestions for future research
were summarized and prospected.

Key words: pattern matching, intrusion detection, network security

W5 B 85 :2015-01-07; £ [ B #§ :2015-03-04

EEUB . F K E AT R (<9737 1)) £ 4 BE B 5 B (No.2011CB302605 ) , [ 5% i H AR AF 58 & it 4] (<8637 14 ) £ 4x ¥ B
T H (No. 2011AA010705,No.2012AA012502,No.2012AA012506) , & 5 B 4 345 31 %) = 4 %5 B 51 H (No.2012BAH37B01) , B X H K Fl
$54: 92 Bh I H (No.61202457 ,No.61402149)

Foundation Items: The National Basic Research Program of China (973 Program)(No.2011CB302605), The National High Technology Research
and Development Program of China (863 Program) (No.2011AA010705, No.2012AA012502, No.2012AA012506), The National Key Technology
R&D Program (No. 2012BAH37B01), The National Science Foundation of China (No.61202457, No.61402149)

WXEIAER AR AR5, SRRA, kA, BN B AR 9 4% 22 AT B BT, LE LA, 2015068
Xu D L, Zhang H L, Zhang L, et al. Study on Pattern Matching in Network Security. Telecommunications Science, 2015068

2015068-1



BERFE 2015 £ 3 8

1 3]

AT AR, B TR R HE T LA LI I Y T
IS G C i SN T | N < LR 3
MEZWANLAER T BSOS 908, R
I, 76 AT A 23 5 52 TS IR0 2 4 SR 1 1 1 (R B A
oA T i — /1 G [ ey I B 0 4% £ 8% 2[R L

RO R AT R T BOR Z — R AR T X [
A AR B R B A ) RS W ) O 3 R R BRI
At B g SR LT LU R — AR R AR, XA A4
SUGTH NP 1 B 7R o AR T R A R R AR
ERIE Vit O i BURZ R 0P S € O € TR RER I OO E 3
HRBRFM MY

PRI, 90 235 2 4 5 T Y 0 0 2 R 0 3 A B i
A WEHF AL EERARMAL ARKN AL
F o TEIRSE R4 AU RO W LUK PO RS
BRI Y S BGE 8 I 46 4 AU, o fo e 3k 26 4
BEAT A A A B — R B R A,
T AT LI RO i MR R - A O R —
R U A A (CHdi 0 2R T 7 L ) O A B 4
0 2 R R LSk W Toe AL, R R
R, 0 LTV B SUR XS o8 BT, (L2 T8 o 5 0 G 0 A 0 g
HEINE TR — P B R T D B
BT WA 08T % —RIE AR 5 R
O 7 213k T T AL A P2 G207 YR TR TR 3 LG B R
HUH 7 4L 08K (payload ) #E AT 414 70 , 76 419 1 7 Hoff
RO 7 AL N — L 4 A L AT R R 0 e

il

LN
0926435—»
1
Hltxuvm—b:

0100111—»]
1

______________

VARG iE AR
P B i o R G 0 L B A

A IRERAT i a

RN, DO E B R B Nl — DA P R
O 0 e T 1 B R R T B RO,

M20 22 70 AFACE) 21 L f 4K, BT A
Z 00 T AR UG i B 2 68 AT L | DK B D i 31050 o] e
it BAE A7 DG JE 200 47 DS BE | B R B RE SR I £
BB, L 2000 AF 4 B4 x i AN i 42 G
Bk 0 2 SR AT T A 4

2 [8) 4 ik

PR UC Rl B AF R CRRAE AR X A R B 5 L
AL AR S R SO TR] ) DR TG, — A 4 B 2 — AN e TR
ARFRERS FIFAE 5 AR A SO B 5 7
FE4h | AR SCR B DT G ) 8 2y Ry PR 2 . — SR X SO
AT 194k 2R 76 28 55 2 DE L (online string matching ) ; — /2
SCAR TG 2 AT U SCAR #E7 R 5] B BT R,
T 2% P9 25 2 4 R b B i R AR A S DR L i) B PR ot A S
HOCHES — R, B SOAR 8 R E 454

A 0 1 D R AT L3 Oy B DG i Sk S I
PRk Gl ADC B B F R 0 IR AT K I R R

B DG B BT 2 i A — ol SO D i — A
PR, 2RI E %A Kouth-Morris-Pratt
(KMP) 5121 Boyer-Moore (BM ) - i£P14% |

ZREA DL 218 R — o SO rT L&
FRBES P=p!, php PP FR BB A E, K
2 O A R UG L B 2 — g 9 W R T LR 45
Sy B R B A F AT R TR B, Aho-Corasick
(AC) B L BUE d KMP B35 47 B 1fi K 19, backward dawg
matching (BDM ) 5 1 5181 Wu-Manber (WM) 5 3 ©12 t BM
B RIMEM,

B VC AL A2 RV SOAR T &R B ITE S
B H p ZIRA kAN I O =K G g i) 7 v e 20 MY
B RE TSI E L BRIz AME AT A
SIHLEY ik T AT O ik

TR O BB s 2 A AR 4 DL
A B B AT 0 8O e O R R R A R
ol AR A A B 0 R RO S — P I A OB
A R DT B . AL A AR AL B SR
JHAb B0 R 5 0 1 B OR (A A5 R AT 89 TR 2 IR A R
FEE T PR 5 a0 2 AT A B R B 2 M T Ak R K D
If] &

2015068-2



S

3 fEEEAREEX

AR TCHE 2000 4F 2 il 5 H A0 R 2K T G R AR O A5 e
AL BRI 2000 4F 2 )5 B A 53k B O i DG g 5
o ARG L R R RS e sl B, F R
VC L5 0 M (DA 2 UC FE 55 0 SR U9 7 v T LA A
Mg DL AL G Li, FeRILER SF L RE  HR KRR
A KMP 8 i Shift-And ™8 % Shift-Or™5 % BM 5 |
Horspool"™ 5 i | backward nondeterministic DAWG matching
(BNDM ) 53" backward oracle matching (BOM) 8. £ 12155 |
BT BB SR B 8 0 R AT | A ShALALS B 45
31 HmEALEEE

e A S DE FE A R SC L RO R M2
B W LT R R S W o e T L R 5 WL e R
JHED BT FOA e 58 0 (i, T 2 460 =X DG TG s
ZMH,

311 EMAEEA K

FAF R VCIC IR B IR TR R T R O(n), 5 —
ANBFXA T BB 1970 £ Morris F1 Pratt £2 H A1
ZJ5 Knuth 5 ATE 1977 45 3 i % 4 Y 5 0T i
Fik——KMP 5k, CR A — AN e Sk I ] i p A
L i ) R A B DR G Bk P BT R DL IR B B
BAMRERREZ—,

(1) 4 e i

KMP 5% i Hy VO AL it f2 W & 2 PRk . fE T=
“abcabcabcaddabba” H1 £ #¢ p="abcahd”, B X # p #K
RERE O, FECEN, % 0 ME B A BN FA L, Y
FAF SRR AT LABEBR . 55— W R T[] p[5]
VLR B p AR GRS 1AL, MR G p
pIS= B 745 5 oR B (next[S]=2) 4 1 T[S]1AN p 2]
BMGE, WRME TR p BT bR 3, & HE T
ICELE p,

o 1 2 3 4 5 6 7 8 9 1011 12 13 14
rlafblefafblcfafb[d]afb[d]afb]a]

plalblefalb]d]
0 1 2 3 4 5

0O 1 2 3 4 5 6 7 8 9 1011 12 13 14

rlafo]clalo] afbldfafbfal]
,

0 1 2 3 45
P2 KMP 3k i D8 e e s i

2015068-3

(2)JF R IL fiL

JE SR UE 7 ¥5 R s B 1IN A2 B AT B T AT R
IR 1 A0 o) 72 A A R A SO
AR H 9 e AR 8 WR B IR B 1 AR I L 5t
ME R T — VLA, 7 B AL B3k i BM R R
JR BRI LM NERR Lz —,

BM B354 35 PUABREC 7 i o IR 7 A0 B A I 2Bk
B o X PR Bk T a1 B O A e 1 A RS Bl ]
RERIHIE , an1A 3 B/, B ) Bk A AR R DL < AR R DL 1
IR T R T R P B IT RC ) W A
T AR R S B SR R A B AR IU I AR D0 2 R,
BB E P 585 BN 18 AR p FgF
Jr AP R B — A R ETR OF5 Z05F

L1

001 2 3 45 6 7 8 9 1011 1213 14
rCT T T T T T T T T T 1T 171
p (T T T T]
p (IO T T T 1
82 0 1 2 3 45 6 7 8 9 1011 1213 14
rCT T T T T T T T T T 1T 17
p (T T T

LT T T [ T |
3 IR s

BM 7 50K ) 4 % sl A5 2 o 1 8 0 2 AR 07 U Bk
BERSE F A5 WS 15 2 R BB BM Bk B T4 97
PRI R A, T R B B IR [ 2 44 B O(mxn) .
BM B35 (R 2072 (A T DA AR 2 ok (1) S SR IR &2 2

(3)FH IR

FEF F 5 DT JC 0 500 E 4 S 5t B L B AR 2
BT, AR TR, HREOEET
FHRICRRE DB ARME, WE 4 For, B S
(R FH w E 2 AEVCC T 1 D o) 80 1 S 000 K
AT —AFR D" Rk ah 20, X Bk p 78
AL bu, CA PN B A TE R 5 bu WO FAFHR . BTDL 3X
fif DC i 7 0] DA 2 B8 3 8w 2 )5 . el iR B R e

FHE |
u .

waps—ep [ [ [ ]

M4 THREFRE



BERFE 2015 £ 3 8

(A % 2 T R UG LRk 9 d RO

e I e Bk BDM B E R T F R R
REREZ—, BEEMN T EH AL MRS,
HARDIREIR K (A M 7 o R H K B i WL 8%
TR J5 4 A S AL AT LA A AT O kAT A AR

i Jf-45 B % BNDM!"'EL BDM B ik B O 5 T 908
ATy RFEFHICE, ©5 BDM 5k B A I K
IRBE 85 2% B O(mxn), A8 B AT S5 00 0 - 33 06F o) 2 4% B
Olnlogsm/m) ; 245 58 H 19 K B 8K i BOM 55 25123 % 4k
35 BDM Sk AR A RCR , BB A ] 69 S IR I 1) 52 2%
& BOM Bk X T FH Mk T B8, RATHE
LGNNI
312 $HEAERLE

ST R UT i 75 3 AT DAAR B AR b A e ) [ B 48 R — 2
TR P={p!, p% p )W I X R 2SR A ICE, Kb p'
AR RTFREY R EE X FAFE p'=pips-p.ls B PH

factor oracle,

B A T Z AP IDIPL= D lpl= X m, PR

1R A B R B A (R JE 0 A L Y Lo P PPER — 28
TR EE T8 TR BT R R A
AR, 7ESCA TR R R r AU T LU AT -
30 HEA B SO DC Rk | oo T L A DU JC T 0 Y e AR
I 18] 52 2% B2 O(rxn) , 9040 B0 0 5 3 I 6] 2 2% 5 O(1PY).,

HRECIT I TR 3 28 B RO B ——Hi 4ty
RIRBEEM T B AR, WR LB R 26 3 2%
FEEITH,

(1)RTZ

Ty 58 VC TC /2 8 1 8 G KR 0N & — A A Ze )
F A SO X T E AR AT B ORI G 4 2
B AR W R AT, W5 B

N A

T T 1T 1 1]

5 2B HT 4% T s =
TELE U TE AN RS 2 A WO R N - RS
F T —F8H R Aho-Corasick (AC) B s HLI %: 5% A s #L .
%A S HL BN PAE R, B R XT trie WS IN T R WU

BT R A1

A S HLAE RS DT BE A L PR R RE , h T R AR
T B A5 SO B IR R A B DL — % R A B
W, (5 A S HLA — A AL, BB AR A2 1], L
BE o S W 1 S 9 3 e o o i e )
R BRAE S BN AFBRAE AT A S HLAE L P 2 BIAR K
PR

(2)JR I

Jri 8 VT T 2 4R 7 81 7 7 1 P9 A 1) 72 3% — 5 A DL
B SR 2, 5 S o 1 I 28 E I B8 0 A L, R A0 DT
BiC )5 B0 T — Ut BUAL B R B B st a7 ik AT L
B i — LR b E AR AT N 6 BT

A 5
(o I A I B
L1 T JTal | IH
(T o »
CT T T T T

6 ZHRAJRRILE R E

WM k2 2R HIC Ry R ARz —, #
B 0B BR A T A D G A A A WM S R S R
Commentz-Walter 55 1 M2 55 — /> L X4 g 2 2 5
() J5 UG B F k| BOORAE R[] 28 (8] S P A1 1 AR
HE M AC B R WM B SM I, By RS -4
P L Ve Y ) & 2% B ) 2 W R L 550k L 7E 2 I
fieda s - B A X,

(3)FH LR

F VAR IR R SOR WG AT AT, 7ER
FREN L WAGE DR F 8 DO Y SO &
FF 3, XA T LBk R A W T B

FHER

r (T T T T T T T T 1T
G T 1 1]
P T T 1]
T 17

K7 ZEAT IR E
— BT T B 7 R A BOR L T L
HEY RH AR B REE . ey,
DA E f 358 T T A LD DC B 5 o PR — 4 AT R A T

2015068-4



: ik

S

fi . SBOM R/ SBDM R k102 2 450 5 I e T 3% v 2%
TR MR, B2 52 % BOM %% fl BDM
CRNIEI

SBDM S ¥E 7R H Ly, B9 SCA T 1V {E D D 4
HAL MRS A SRR st 0, B i 2 ) Hi A
BRI A T8 R A BB KN 1, 1
Ao 0 ST RO BB AL, MG W TR SCARTE L, 19
@A H R EK S, %R F R PR K
JEA Lo B2 5

SBOM & #: ffi A factor oracle 451 J#i o Hh 4 & P &
SEASL, A SHLRA I RS P AR
JiT AT 1 B AR SRR I 7 BT A R A A T2 L, P
L 57  B 3 #L factor oracle (B RIE 2R O(rxl,y,))
TERE N Ly 09 SCA T F1 0 DA T i D% B SR 7 R 7% 3l
BRI RS U SORFAF IE 4 41 1 L%
EWBHFAFAZE; WREESPN T E O REER,
Bk 76 DR RO E AT EH PR TES IR
HEAT OB . SBOM %5-3% 15 SBDM -3 B i IR ivf 1] 42 ¢
JFEARTEL, 2950 O(nxIPl) , - 2 I6F [] 5 % B Al 46 /2 0 42 Pk 1
32 EMEXRESZE

A b) ER UG i SR “ RO DG i " 5 Fo v R 25 A9 R T FC
AR R p AR TR PTA M E JF A
FVFA BREY kA2 S A7 7E TR p FE 7E SUR i i
Wz, B ICE B FE AT 4 Rk,

(1) FR T 5 4 B0 8 19 3 5 L R0 3 0, b 1980 4F
Sellers BEit 1 — AN W 2 ML S0E17 1 H I 1) &2 2
O(m), WMMLHE R, ZHEEMACEAZR A, HX Bz
AT DU T A R R A

(2) i R I A7 55 2 R O R A S B A S Lk AT L
BN E BB L E AL X AE S % SCIR (18] B 4
)5 RTES % SCIR[19] 40 Y 1 B8 Y 1) D 3k . o
B X EFEMRAR,

(3) AL I A7 Jr s AL At Jy v 7 i R P A6 7 i
i A R, IS R ORI O IR 2R
(9 25 AR 2 AL AT 0 AR 30

(4)IdUE 5 O e AT — A R AN IR B X
FESCAR IR S8R 77 7 B D8 G Y AR 22 DXt AT DL B
IR SOV E U T T N R S NS T B
BAFAE M I DB, 8 0 — A8 0l i B A 3
EEp AT

2015068-5

4 FREALERE

2000 4F LT 52 Hi Y 28 SR IE g 5 vk 3k 40 R A A
{HAE 2000 4F £ A 15 4F LRI 1 50 Fc i, X
50 bR K 2 HORR 2 0 DL T 28 M O B
3B T 1) I A7 50 T o A T ik L A
A FIRIEIX 15 42 R L o ik
41 BHEALEEZE
411 FRAEEfk

BM Bk 1R SE R IR B R TS, 1L
At AR 2 B D i SR A2 BM BB TA A B 1

fast-search ™5 1 J2& — > il A7 A BM 58 12 1
BT AL By B e M X A 55 m-1 NP AL T 8RR AR
horspool 5 (IR FAF R T+ 386 sl 3 1, 7E DCFC 45 S B
B, R AP IG M AT Bk, BB, U™ R T fast-search .
EHIPI RS {& . backward-fast-search? " Hlforward-fast-search®!
71 512K H backward good suffix I forward good suffix #L1
Hob FLU B T O(mxmax(m, 0)F ] o £RF
BRI RN

B3k GRASPmPLE fifi I horspool I8 75 1) 6 % ik |
A 5 B8 o B B T 2-grams IR IE L R oL
R Bk B NI ] 52 2% BE R O(mxn), T34 B ) 52 2 2y
WL T2 O(o+m) 128 W F B RRR TR %,
412 SHEARELE

15 AR ZREC R B R o AL T B Sl L s LY
kR

%1k extended-BOMP I simplified extended BOM /¥
& BOM Bk iy 8 K SR T B s LA Jr ik itk 47 S0 B0, X P A
B e Tt B o PSR B 2 B AE
— SR forward-BOMPIE 25— £ B T extended-BOM
By, BdYWMENENFEFNTHTRERBRA T
extended-BOM $.7% Fl quick-search 7%

Kumar 58 NP8 % 3, A S 0L AR 2 2% W 75 45 £
18 T AR ] RS X T KRB HBIAR TR, AT
fift e 3x AN 10) 8, Kumar 5 A48 7 —Fod 19 A s Hl—
delayed input DFA(D?FA), DFA $ DFA (5 4 B F 2141)
oA i 1 A TR AR S R B ) — A BN B AR, R
KA 1A RIS 5 76 1 B R XFAPE AT R
HHEGTETARIRSE A 3L (finite state automata,
FSA ), Jf AR A R AE XA B 785 o 2K i 10 I6f i) 5 2



BERFE 2015 £ 3 8

JE BT DFA %8 [0 52 2% J #2305 NFA (BRI & A PR A 8l ) .
42 EMEXLEERE

BT 15 4R ) B 2 RS DG FiE 7 9 i R K AR 2 18 | %
HIEEARZ

Alba A 55 NIHE M 1B X 3 {0l A6 = VC FiC A9 357 3007
T AR T e BT AR S T SR AR AL 4R HOR
SR, A A U, SU VR D P A IR TR P A AR OG Y DG
HE . Kim Y 48 AP 76X oL DL CY Top-K 8 3% L R
I q-grams BEBR 77 9 J7 3 )RR 75 215574 R Y 2
BR300 5T Y S A AR JR R T R O A A R b

Li C A NOBESE 1% F — 45 5 AR o gy R i
LHEH D MOB S EIE b iR T
ScanCount 1 MergeSkip -1 Fl DivideSkip H i % 3 4~ ik
PR AV AL S, Prasad 58 AP T P> 2458 2Lk AT
B SYH:  MASMI A MASM2 3 15/ 57 3 T LAk K
=LA E B H Xu 5 AP Prasad A T/EH
Sl AR T — A 9 0L A7 ——impMASM, X B
P07 ULy i o B 4 51 GPU (graphic processing unit, €% &b
FER) L AT A R S KA A
43 HITEALBEEZE

15 40k XA R T R WA RIRZ

Ty IR MPI A7 g B AR 1T MPL i B % 3% o8
B AEAR R AL A TT AT IFAT AR B % 28 iy KMP B33 A
BM BB AT 1T R i TR S % AR

P Sr AT R4 A 3Bl (independent parallel compact
finite automata,PC-FA)® Bkt B — AL F R4 A sh L
FATRE AL BT | 07 R 20 A B X K i 4 DT
RAEy R ZEXCENRE, ERMNEN T 4
PC-FA 4k B AR kAP, X2 % 30 iE g 1
IEW T DFA 5 PC-FA 2%,
44 ETEHHNEALCESE

A 2L, B m AR O A TR | AR AL
#% FPGA (field-programmable gate array, 337 n] 4 2 '] [
511) ,TCAM (ternary content addressable memory, =25 I %5
HEF7 i 8% ) A1 GPU 47 9 2% 4 468 2 DL e 1Y FF 58 1 R R A
ZW ARG T — A A 52 B ey a5 DT Y
7 . Villa % A\ *I7E IBM cell broadband engine (CBE) I+ 3¢
BT A AL AR G Al AT AR T AR 2 WA U P 55 0
Zat R, 16 2 0 A0 b SR o 58 T R 5T Al Y o i
firo {H27E IBM CBE 4 EALAE % & 2%, I iDL I

5 NI IR e 1 2 R T SRR R
7 AR T8 1 2 R R R BT S B T — AT i
R s 2 AL Rk, B ES N E A T,
WA TR AR AR ARSI IC R B, R
NSRS T,

FPGA A w 1T R RN RIvT EACRE D, B2 B
T 2% % 4 it U8 R P, 6T FPGA i A X T g i A+
2 MR b BRI AR AR i P OIS, B i RS WL
TR MHEN, KI5 A AR T8 . 40 FPGA
FOR W T A B A7 685 B0/, AR W R MR A 4 iy DL
B, B LARE PR ) FPGA #8571 55 ROM 45 &, R I H 8%
97 1 S BURE 5K D T B8 3

TCAM = 2 T 3 A5 4 77 (7] 45 1 91 4% (ACL) | B th
FA BN CAM B JE Rl b 2 TR, — M) CAM 77
fit f oA O AL RS A PAS, B <0” 5 <17,
TCAM MR A 3 FORE B “0"M“1" 25 ik A
“don’t care”WRA&, TR N “ =87, Bl g L,
IE 72 TCAM 1Y 55 = bR 25 e H R RE 5 77 05 ) DC g £ 41591
SURE AT R D G A5 19 T CAM B0 5 = FoiR A B D
HOREHEAT R 16 25 417,

¥ GPU HI T &I Ak 3 LA A fy JHC Al S50 35048k 1y A T
GPU ) i ] 71 % (general-purpose computing on graphics
processing units, GPGPU), CPU+GPU 1y 5 # £ 2 GPGPU
93 R He iy GPU 58 A7 A 70 7% 42 Y 9 i ik e
CPU BB A S I H AR S S EHME B BB, %
S BT GPU iy 47 56 0 e T B 1 OFA7 7 50 6 07 9
AT CPU MR BN A RIS 5

GPU & .48 & Z ¥4 i (simple instruction multiple
data, SIMD ) 14 7 45 ), K 5 34 5 300 10 6 2 A& 5 Ab JRASE
VT BRI PO b A X Fh v S R AL AE L PixeSnort™®
AR RS P GPU I TR LR R Y
Jitk o KR B B O KPSk 0 B0 23 4L ) 25 T
B 73 19 TR CPU 8658 45 GPU A B, F1 T GPU 3 K Y
IR R R T A HAE T MIDeA™ R My I T
£ NICs £/ CPUs MIZA> GPUs (R 17 HE M 1144
AR 32 T3 S5 B 190 2% v g R 7 1) 45 08 e S5 380 A 7 9 5% 4%
hOMEE T IR AR RS, RRGBA T
PATERAE W W SRR s s WA RZHUET GPU
SEBR AR DT i K GPU A Db 3 2% 5 B CPU 2
MEZMI R T 2% CHK[S01% 3 T GPU-0-GPU,

2015068-6



: ik

S

B A R b A AE GPU YA halk A7, ARG T GPU R
S CPU (¥ bbb BE§ 3y 3k 9 G o o 2 2 17 3~4 £
45 KE#B

JE AR S, X 9 45 22 A v B S DC G 1 BF 2 R A T
LT A,

()R A FBE AR b, O 47 3o £ 46 452 =X DG /i 5
BB L BN, 5% SCER[511E T GPU M JF A7 1K
ARSI T — M B IE FL R B % S [52) A
JAZ XA R TE FPGA ST BT — A 9 7F 13 &0 A9 46 €
I g 3 3

(2) 45 58 R, B IR B ek Bk L
0, 525 SCHK[ 53] % i e B 4R i Y o R R F 8L
RIS T W ) 8, B2 08 T — Fh B HLAE SO A O
GRRL T WM B M A K A T WM B s B
RO A i R B T R AUR B % S0k 540 %
BAMEETXRRMT A%, BRETRELTREBRE
%, SRJRTE BitCount B35 ) JE R b #& th T — F it [ & 4
JE R O(1) B HE 85 56 0 553 Mask Veri, B B 2 46, AR SCES 447
OB S P AR ) 5 2 SR A R A O T
5T

A FBE PR b e 4 IR BT 75 3R IR A Ok
W 2 2 P R IL I B BB AR, & RS R A
GPU ,CAM \FPGA AR % 5 5 8 5 oK A2 45 W A0 1 &2 B =X L
W g A A A R R A

5 HXRiE

A8 26 e b 350 S ) R O A R RO 9 £
BOBEERE) BT % S AR T, EH
LK A R P4 R £ R OK R  SR F 2E
i FROBOR M Z M, L2 R IR i
o 5 MR R %2 R G R0 B —— U
BR ki kRl T 2% ARNBEALEREMEEDS
BT e 1R BRI S B A 7E S B i o g i I BLT
WA R 7

o FVEAT Ak R BA — Bl AT LS AT R 4

W,
< VR, 19046 P9 5 5o O T AR 2 08 T Oh S P A 6
AREREENAHEER XTI LIRS
I 240 i RO K Z ) O
AR SCEE R A5 o UE 7 ) 4% % 4 AR G0 I I 1 9k

2015068-7

ik, LL 2000 4y 73 5 0t e85 5 DL L 7 i AR 5K T
B 77 ¥ AT 1 4 27,2000 AF LT AR A2 G005 5 I e B85 0k R
DAk 1, R Rt 2 g m ks 1
g R, ER WG AR R e EIR BRI AR
BT A R B, X R B A RR AR Z B E N
2 I T R 5T B R, 2000 4F LU, i T % S
SRR DR R T, A 2 BB T IR R R £
FRUIL R, AU & HE R B w50k Bk 42
I

AR N G EEN LR R EALEHE AL
2 N AGRAETT B e B A B T P RE R4 TH AR
PR, A% SO0l it £ 54 ARG R LIRS B A4 T
MG RS R s e B ik | R TT M 4 % & R G
AE oKt 2 T ) 4% 22 4 v A I i 9 B 7 0

2% 3Tk

1 Navarro G, Raffinot M. Flexible Pattern Matching in Strings:
Practical On-Line Search Algorithms for Texts and Biological
Sequences. Cambridge: Cambridge University Press, 2002

2 Knuth D E, Morris J] H, Pratt V R, et al. Fast pattern matching
in strings. SIAM Journal on Computing, 1977, 6(2): 323~350

3 Boyer R S, Moore ] S. A fast string searching algorithm.
Communications of the ACM, 1977, 20(10): 762~772

4 Aho AV, Corasick M J. Efficient string matching: an aid to
bibliographic search. Communications of the ACM, 1975, 18 (6):
333~340

5 Crochemore M, Czumaj A, Gasieniec L, et al. Speeding up two
string-matching algorithms. Algorithmica, 1994, 12(4~5): 247~267

6  Wu S, Manber U. A Fast Algorithm for Multi-Pattern Searching.
Technical Report TR-94-17, University of Arizona, 1994

7 Ukkonen E. Finding approximate patterns in strings. Journal of
Algorithms, 1985, 6(1~3): 132~137

8 Wu S, Manber U. Fast text searching: allowing errors.
Communications of the ACM, 1992, 35(10): 83~91

9 Baeza-Yatess R A, Gonnet G H. A new approach to text
searching. Communications of the ACM, 1992, 35(10): 74~82

10 Horspool R N. Practical fast searching in strings. Software:
Practice and Experience, 1980, 10(6): 501~506

11 Navarro G, Raffinot M. Fast and flexible string matching by
combining bit-parallelism and suffix automata. ACM Journal of

Experimental Algorithmics, 2000, 5(4): 1~36



BERFE 2015 £ 3 8

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

Allauzen C, Crochemore M, Raffinot M. Efficient experimental
string matching by weak factor recognition. Proceedings of 17th
Annual Combinatorial
Barcelona, Spain, 2006: 51~72

Morris J J, Pratt V. R. A Linear Pattern-Matching Algorithm.

Technical Report 40, University of California, 1970

Symposium  on Pattern ~ Matching,

Commentz-Walter B. A String Matching Algorithm Fast on the
Average. Berlin: Springer Berlin Heidelberg, 1979

Allauzen C, Raffinot M. Factor Oracle of a Set of Words. Institute
Gaspart-Monge, University de Marne-la-Vallee, TR-99-11, 1999
Blumer A, Blumer J, Haussler D, et al. Complete inverted files
for efficient text retrieval and analysis. Journal of the ACM,
1987, 34(3): 578~595

Sellers P H. On the theory and computation of evolutionary
distances. SIAM Journal on Applied Mathematics, 1974, 26(4):
787~793

Ukkonen E. Finding approximate patterns in strings. Journal of
Algorithms, 1985, 6(1): 132~137

Wu S, Manber U. Fast
Communications of the ACM, 1992, 35(10): 83~91

text searching: allowing errors.
Cantone D, Faro S. Fast-search: a new efficient variant of the
boyer-moore string matching algorithm. Proceedings of the 2nd

Workshop  on Efficient
Algorithms, Ascona, Switzerland, 2003: 247~267

International Experimental ~ and
Cantone D, Faro S. Forward-fast-search: another fast variant of the
boyer-moore string matching algorithm. Proceedings of the Prague
Stringology Conference, Prague, Czech Republic, 2003: 10~24
Cantone D, Faro S. Searching for a substring with constant
extra-space complexity. Proceedings of the 3rd International
Conference on Fun with Algorithms, Isola d’Elba, Italy, 2004:
118~131

Deusdado S, Carvalho P. GRASPm: an efficient algorithm for exact
pattern-matching in genomic sequences. International Journal of
Bioinformatics Research and Applications, 2009, 5(4): 385~401
Fan H, Yao N, Ma H. Fast variants of the backward-
oracle-marching algorithm. Proceedings of the 4th International
Conference on Internet Computing for Science and Engineering,
Harbin, China, 2009: 56~59

Faro S, Lecroq T. Efficient variants of the backward-oracle-

matching algorithm. Proceedings of the

Conference, Prague, Czech Republic, 2008: 146~160

Prague Stringology

Kumar S, Dharmapurikar S, Yu F, et al. Algorithms to accelerate

multiple matching for deep packet

2006:

regular  expressions

inspection. Proceedings of SIGCOMM, Pisa, ltaly,

339~350

27

28

29

30

31

32

33

34

35

36

37

38

39

Smith R, Estan C, Jha S. XFA: Faster signature matching with
extended automata. Proceedings of IEEE Symposium on Security
and Privacy, Oakland, CA, USA, 2008: 187~201

Abla A, Rodriguez-Kessler M, Arce-Santana E R, et al.
Approximate  string  matching using phase  correlation.
Proceedings of the 34th Annual International Conference of the
IEEE Engineering in Medicine and Biology Society, San Diego,
CA, USA, 2012: 6309~6312

Kim Y,Shim K. Efficient top-k algorithms for approximate
substring matching. Proceedings of ACM SIGMOD, New York,
USA, 2013: 385~396

Li C, Lu J H, Lu Y M. Efficient merging and filtering algorithms
for approximate string searches. Proceedings of IEEE 24th
International Conference on Data Engineering, Cancun, Mexico,
2008: 257~266

Prasad R, Sharma A K, Singh A, et al. Efficient bit-parallel
multi-patterns approximate string matching algorithms. Scientific
Research and Essays, 2011, 6(4): 876~881

Xu K, Cui W, Hu Y, et al. Bit-parallel multiple approximate
string matching based on GPU. Procedia Computer Science,
2013, 17(5): 523~529

THH. E DT EC AT R R AT SR BUR S (L2 iR 30). IHE R
%, 2010

Ma M. The parallel implementation of string matching algorithm
(master dissertation). Hubei University, 2010

Tang Y, Jiang J, Wang X, et al. Independent parallel compact
finite automatons for accelerating multi-string  matching.
Proceedings of IEEE Global Telecommunications Conference,
Miami, FL, USA, 2010: 1~5

Villa O, Scarpazza D P, Petrini F. Accelerating real-time string
searching with multicore processors. Computer, 2008, 41(4): 42~50
Scarpazza D P, Villa O, Petrini F. Peak-performance DFA-based
string matching on the cell processor. Proceedings of 21th
International Parallel and Distributed Processing Symposium,
Long Beach, USA, 2007: 1~8

Tan G M, Liu P, Bu D B, et al. Revisiting multiple pattern
matching algorithms for multi-core architecture. Journal = of
Computer Science and Technology, 2011, 26(5): 866~874

Song H, Lockwood J W. Efficient packet classification for
network intrusion detection using FPGA. Proceedings of the 13th
International Symposium on Field-Programmable Gate Arrays,
Monterey, CA, USA, 2005: 238~245

Schuehler DV, Lockwood J W. A Modular
FPGA-Based TCP Flow Processing in High-Speed Networks.
Berlin: Springer Berlin Heidelberg, 2004: 301~310

System  for

2015068-8



40

41

42

43

44

45

46

47

48

49

50

51

[

Katashita T, Maeda A, Toda K, et al. Highly efficient string
matching circuit for IDS with FPGA. Proceedings of the 14th
Annual IEEE  Symposium on Field-Programmable Custom
Computing Machines, Napa, CA, USA, 2006: 285~286

Dandass Y S, Burgess S C, Lawrence M, et al. Accelerating

string set matching in FPGA hardware for bioinformatics
research. BMC Bioinformatics, 2008, 9(1)
Van Court T, Herbordt M C. Families of FPGA-based

accelerators for approximate string matching. Microprocessors
and Microsystems, 2007, 31(2): 135~145

Meiners C R, Patel J, Norige E, et al. Fast regular expression
matching using small TCAMs for network intrusion detection and
prevention systems. Proceedings of the 19th USENIX Conference
on Security, Washington, USA, 2010

Hua N, Song H, Lakshman T V. Variable-stride multi-pattern
matching for scalable deep packet inspection. Proceedings of
IEEE INFOCOM, Rio de Janeiro, Brazil, 2009: 415~423
Bremler-Barr A, Hay D, Koral Y. CompactDFA: generic state
machine compression for scalable pattern matching. Proceedings

of IEEE INFOCOM, San Diego, CA, USA, 2010: 1~9

gk, RS, F B R AR, LT TCAM M3 % 37 305 08 7 AR
WE5E. 2005 4= 1 W 4 5 15 B % 4 8 R BT 28 304, 2005:
143~148

Zhang X S, Zhao G H, Wang Y J, et al. Research on deep
packet filtering technology based on TCAM. 2005 National
Conference on Network and Information Security Technology,
2005: 143~148

Gan C G. FPGA based CAM architecture string matching for
network intrusion detection  (Ph D dissertation). Universiti
Teknologi Malaysia, Faculty of Electrical Engineering, 2012
Nigel J, Carla B. Offloading IDS computation to the GPU.
Proceedings of the 22nd
Conference, Miami Beach, FL, USA, 2006: 371~380

Vasiliadis G,

Computer Security ~Applications

Polychronakis M, MIDeA:

loannidis ~ S.
amulti-parallel intrusion detection architecture. Proceedings of
the 18th ACM Conference on Computer and Communications
Security, Chicago, USA, 2011

Zha X, Sahni S. GPU-to-GPU and host-to-host multipattern string
matching on a GPU. IEEE Transactions on Computers, 2013, 62(6):
1156~1169

Man D, Nakano K, Ito Y. The approximate string matching on

the hierarchical memory machine, with performance evaluation.

Proceedings of the 7th International Symposium on Embedded

2015068-9

52

53

54

Multicore Socs, Tokyo, Japan, 2013: 79~84

Le H, Prasanna V K. A memory-efficient and modular approach
for large-scale string pattern matching. IEEE Transactions on
Computers, 2013, 62(5): 844~857
TR, ARIR S, AR M R
224z, 2014, 42(6): 1220~1224
Zhang H L, Xu D L, Liang M, et al. Massive strings efficient

RLVC T RS T

matching method research. Acta Electronica Sinica, 2014, 42(6):
1220~1224

R, KRB, — PG TR IA
¥, 2013, 29(1): 39~45

A IE A A Uy i HLAE R

Yang T L, Zhang H L. Optimization of expression matching for

string matching. Telecommunications Science, 2013, 29(1): 39~45

(& B ]

BES, B GRET R EILR
SEARZBE A, EEOFI TS A
IR =2 il R | K S A

SR F L, W, I R ol R AE AL
BHas 5 HOR S B W T, R
WEFE 7 10 2 0 2% 5 45 2 4 M 2% A 5
A TR IR AT AL AR

SKE LI R Rl 5 R TR T
Pk, fﬁﬁﬁﬁﬂjﬂ%uﬁééﬁﬁ\
B AZ RS B %

tgk—rm,%, /J\{ﬁi:l:ikj( ﬂ‘ﬁﬁlﬂ
SRR A BT O A
IR A=A,



